Doddridge County Acceptable Use Policy

Purpose

This policy will provide guidelines for the use of computer networks and the Internet in our school system. The policy insures that these technologies are used for educational learning that meets County, State, and Federal guidelines.

Use of the System

(Throughout the AUP Policy/Procedure, the term “user” may be referenced.  The term “user” refers to any employee, student, or community member who accesses or utilizes the district’s electronic communication system, which includes Internet access.)
1. WV Policy 2460 establishes that the use of school networks and the Internet is a privilege-not a right.

2. This policy requires the permission of and supervision by the school’s designated professional staff before a student may use a school account or resources to access the Internet.

Access to the System

1. All Doddridge County Board of Education employees and students must read and sign the Acceptable Use Policy before accessing networked computers and the Internet.

2. Materials created and/or stored on the system are not guaranteed to be private.  Routine maintenance and monitoring of school networks may lead to a discovery that a user has violated this policy or the law.

Acceptable Use

Activities that support learning and teaching which includes classroom activities, research, online courses, collaboration and dissemination of successful educational practices, professional or career development to further educational and personal goals consistent with the mission of the state, county and school policies. Network users are encouraged to develop uses, which take advantage of the network’s functions.

Unacceptable Use and Practice-include but are not limited to:

1. Illegal activities and privacy and safety violations of Children’s Online Privacy Act (COPPA) and the Children’s Internet Protection Act (CIPA) are strictly prohibited.

2. Transmission of any material in violation of any U.S. or State law or regulation is prohibited.  

3. Accessing, reviewing, uploading, downloading, storing, posting, distributing, or printing of materials that are sexually explicit, pornographic, obscene, violent, harassing, prejudicial, or discriminatory (hate literature).

4. Using the network for financial gain or any illegal activity that does not support the mission of the Doddridge County school system.

5. Attempting to degrade or disrupt system performance or unauthorized entry to and/or destruction of a computer system and files including downloading, uploading, or executing computer viruses.

6. Unauthorized access to the school’s system, attempting to log in through another person’s account, or use computer accounts, access codes or network identification other than those assigned to the user.

7. Using the network to transmit or receive obscene, abusive, profane, lewd, vulgar, rude, inflammatory, threatening, disrespectful, defamatory, or sexually explicit language.

8. Using the network to send or receive messages that discriminate based on gender, race, color, religion, ethnic or national origin, political beliefs, marital status, age, sexual orientation, social and family background, linguistic preference, disability or that are inflammatory.

9. Students are not permitted to enter chat rooms or instant messenger without direct supervision of an administrator or teacher.

10. To access another person’s materials, information or files without the direct permission of that person.  

11. Revealing or publicizing confidential information regarding students or employees.

12. Intentionally interfering with normal operation of the network (state – WVEIS, county or school) or accessing unauthorized information.

13. Users will not post personal contact information about themselves or other people.  Personal contact information includes address, telephone, school address, etc.

14. Use the computing resources for commercial purposes, product advertising, political lobbying or political campaigning.

15. Link to perform any act that may be construed as illegal or unethical, including the use of the link to gain unauthorized access to other systems (hacking) on the network.

16. Students are not permitted to download or install any commercial software, shareware or freeware onto the network, hard drive, or any removable disk, unless they have written permission from the Network Administrator.

17. Negligently, or intentionally and without authorization, accessing, altering, interfering with the operation of, damaging or destroying all or part of any Doddridge County Board of Education owned computer, computer system, computer network, computer software, computer program or computer database.

18. Other inappropriate uses of the Internet or network resources that may be identified by the proper authority.

Disciplinary Actions

1. Students will be held accountable and shall be subject to disciplinary actions in accordance with Doddridge County Discipline Policy JG.  Additional disciplinary action may be determined at the building level in line with existing practices.  When applicable, law enforcement agencies may be involved.

2. Employees of Doddridge County Board of Education committing prohibited actions will be held accountable and shall be subject to disciplinary action in accordance with the school laws of the State of West Virginia and applicable personnel policies.  When applicable, law enforcement agencies may be involved.

3. Student teachers or parent volunteers committing prohibited actions will be held accountable and may have their student teaching/parent volunteer privileges revoked in the Doddridge County school system.  .  When applicable, law enforcement agencies may be involved.

4. Community members committing prohibited actions will be held accountable and law enforcement agencies may be involved when applicable.  

5. Other penalties may include suspension or revocation of computing privileges; suspension or dismissal and/or legal action, including action to recover damages.

E-Mail

1. The major purpose of e-mail is informal communications, e.g., notes, reminders, phone messages, simple questions, etc., and should not be used for confidential communication.  By using the e-mail system, the user agrees not to misuse or abuse the e-mail system, agrees to comply with all limitations on the use of the e-mail system, and understands that the e-mail system is not private.

2. No personal e-mail accounts may be accessed through the network system.  E-mail will be available for educational purposes through the state’s ACCESS mail server for all Doddridge County Board of Education employees and students.  Students can only access e-mail under the supervision of a school administrator or teacher.

Web Publishing

1. Follow all guidelines established in Section 3.4 (Web Publishing) of West Virginia Department of Education Policy 2460.

2. All school web pages and links are subject to review and monitor by the county appointed technology team and county technology coordinator for appropriateness of information. 

3. Parent/Guardian permission is required before schools can publish individual or group photos and/or identification on the Internet.  At no time shall a student’s last name be published on any Doddridge County Board of Education related web page.  

Limitation to Liability

1. The Doddridge County Board of Education makes no assurances of any kind, whether expressed or implied, regarding any Internet services provided.  The DCBE is not responsible for the accuracy or quality of the information obtained through or stored on the network system.

2. The most important prerequisite for someone to receive network and Internet privileges are that he/she takes full responsibility for his/her own actions.  The Doddridge County School System, along with the other organizations sponsoring Internet link-up, will not be liable for the actions of anyone connecting to the Internet through this hook-up.  All users shall assume full liability, legal, financial or otherwise, for their actions. 

3. Even though the user will access the Internet for learning, it is possible by accident or intent that he/she will see objectionable matter.  Although the Internet is filtered at the state and designated professional staff takes reasonable steps to prevent students from seeing inappropriate matter, it is impossible to eliminate all objectionable things all the time.  

4. If a user inadvertently accesses inappropriate materials, they should immediately disclose the inadvertent access in a manner specified by his/her school.  This will protect users against an allegation that they have intentionally violated the Acceptable Use Policy/Procedure.

Copyright and Plagiarism

1. Laws related to copyrights will govern the use of material accessed through any school network.  Because the extent of copyright protection of certain works found on the Internet is unclear, employees will make a standard practice of requesting permission from the holder of the work if their use of the material has the potential of being considered an infringement.  Teachers will instruct students to respect copyright and to request permission when appropriate.

2. Users will not plagiarize works that they find on the Internet.  Plagiarism is taking the ideas or writings of others and presenting them as if they were original to the user.  Teachers will instruct students in appropriate research and citation practices.

3. All software licensing agreements will be observed as written.  

Implementation
1. The school administration and technology team may develop appropriate guidelines and procedures necessary to implant this policy for submission to the school board for approval.  Upon approval by the school board, such guidelines and procedures shall be an addendum to this policy.

2. The school administration and technology team shall develop the student and parent consent and waiver agreement to reflect the adoption of these guidelines and procedures.

DODDRIDGE COUNTY SCHOOL SYSTEM

EMPLOYEE INTERNET USE AGREEMENT

As an employee wishing to use the Internet, I hereby agree to comply with the Doddridge County Board of Education Acceptable Use Policy.  I agree to communicate over the network in an ethical and appropriate fashion while honoring all relevant laws and restrictions contained in the Board policy, realizing that misuse may result in losing this resource or my employment with the school system.  I also hereby waive any and all rights to privacy as it pertains to the board of Education provided Internet access, which may be monitored by the school system.  I hereby certify that I have received a copy of the Doddridge County board of Education’s policy regarding employee use of the Internet.  I understand that violation of this policy can subject me to disciplinary action up to and including termination.  

___________________________________           ______________________

Employee Signature                                            Date 
RELEASE FOR ELECTRONICALLY DISPLAYED OR PRODUCED STUDENT WORK, PHOTOGRAPHS OR NAMES


I ______________________________, the parent/legal guardian of 

________________________________, do hereby understand and agree that 

_______________________________ School will be electronically publishing various students’ school work, photographs, or names on the school’s Internet web page for educational purposes.  I further understand that, in the event that my child’s school work, photograph, or name is published on the school’s Internet web page, his/her school work, photograph, or name may be potentially accessed and viewed publicly by persons all over the world.  


Having fully acknowledged and understood all of the foregoing as well as the potential consequences of such publication, I do hereby give my press consent and permission that [check the appropriate lines(s)]:


_____ 
My child’s work, which may be accompanied by his/her first



name only, may be electronically displayed and produced on



the school’s web page.


_____ 
My child’s work, which shall not be accompanied by his/her



first name, may be electronically displayed and produced on



the school’s web page.


_____ 
Photographs of my child, which may be accompanied by



his/her first name only, may be electronically produced on



the school’s web page.


_____ 
Photographs of my child which shall not be accompanied by



his/her first name, may be electronically produced and



displayed on the school’s web page.


_____ 
Neither my child’s photograph nor his/her work shall be



electronically displayed or produced on the school’s web



page.


In the event that my child’s photograph or work is electronically displayed or produced on the school’s web page in accordance with my express consent and permission as indicated above, I hereby release ______________________ _____________________________ School  and the Doddridge County Board of Education, including its employees and agents, from any and all liability resulting from or connected with the publication of such work and/or photographs.  

___________________________________              _______________

Parent/Legal Guardian Signature                             Date
